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Following recent collapse of giants such as FTX and the charges against the CEO Sam
Friedman, days before the charges against Binance CEO and the burst of the NFT’s (Non-
Fungible Tokens) “bubble”, rising from the rise of crypto millionaires that seem to multiply
day by day and influencers such as Kevin O'Leary urging people to invest their money in
cryptocurrencies such as Bitcoin using specific platforms, a very crucial question arises. That
is the degree of trust between cryptocurrencies and an individual. The general lack of
knowledge on such technologies in addition to several key elements highly influences trust,
and trustworthy exchanges. It should be noted that the research of blockchain technologies
thus the cryptocurrency ecosystem is led by industry rather than academia. Thus, lacking
still, a comprehensive analysis of the direct or indirect issues affecting stakeholders. This
paper explains cryptocurrency, blockchain and cryptography at a fundamental level as well
as an overview of benefits and downgrades of cryptocurrencies which coherently affect trust
following an overview of several models for trust analysis.

Beginning with understanding the basics of cryptocurrencies, just knowing that crypto
represents a digital medium of exchange which enables distributed, decentralized, and
secure economic transactions is not enough (Bucko, et. Al. 2015). A major distinction must
be made clear between cryptocurrencies and cryptocurrency systems. A cryptocurrency
system is a system built to issue tokens which are issued solely to be used as general or
limited-purpose medium-of-exchange, using a collectively maintained digital ledger.
Cryptocurrency refers to the token that has been issued by the cryptocurrency system
(Pernice et. al, 2021). The term cryptocurrency would first appear in public eyes with a
different name, as the project was introduced by the founder of Bitcoin (most valuable
cryptocurrency as of today) Satoshi Nakamoto as a “peer-to-peer currency in a network and
cryptography mailing list” (Nakamoto, 2008b). Even when the distinction between
cryptocurrency and cryptocurrency system is made clear, another critical aspect of
understanding the fundamentals of the crypto ecosystem is how new bitcoins are made or
as called, crypto mining. This happens by a network participant, or so-called miner, who
themselves have successfully transformed the format of a bundle of proposed transactions,
which are previously issued bitcoins paired with a request to issue new ones as a reward and
in this way the bundle can be added to the chain of previously added bundles which
resonates with the basic principle of cryptocurrencies, which is that no one may accelerate
or significantly abuse their production (Bucko, et. Al. 2015). Most purchases made with
cryptocurrency tokens are in the form of countertrade, the token priced in fiat currency is
then compared to a product or service priced in fiat currency and thus an exchange ratio
emerges (Pernice et. al, 2021). Cryptocurrencies can also be bought for speculation, which
means buying the token with fiat currency with the intention of reselling it for fiat currency
which is proven to drive volatility in the fiat currency price of crypto tokens (Baur, Hong, and
Lee, 2018). Another key ability of crypto is lowering costs of online transactions by removing
the cost of third parties, as well as the transfer protocol which they deploy which, works
fundamentally as that only the processor of a private key that can allow entry to an ‘unspent
transaction output’ can initiate a transfer (Pernice et. al, 2021). However, cryptocurrency
tokens are essentially blank digital tokens that would be almost featureless if it were not for
the name and brand they are being promoted by. Moreover, crypto tokens are almost



entirely not accepted in exchange for goods and services in addition to not being used to
price stuff, with one of the biggest downsides being that they struggle with storing value
which simply means that we fiat currency you can easily predict the price of milk in a week
or month or even year when with cryptocurrency you cannot. Cryptocurrency is not stable
and in addition highly unregulated, with attempts in the past few years to create “stable
coins” which are backed by assets that have fiat currency prices (Klemm, et al. 2019). As
stated by Blandin (et al. 2019) such coins might be categorized as a modern form of digital
currency since they could be regulated under laws for e-money, money-laundering etc.

To fully understand what happens with cryptocurrencies, a basic understanding of
blockchain systems, as well as how it works and enables trust is essential. Before a more
detailed and thorough definition is given, a straightforward way to understand blockchain
technologies is that they are the solution to the issue of conducting data transactions
without involving any third-party entities (Yli-Huumo et al. 2016). Blockchain is the
underlying technology behind cryptocurrencies and has as core elements, complex
cryptographic functions, linear and nonlinear data structures, peer-to-peer networks, and
distributed consensus protocols. A more detailed definition is that blockchain is a distributed
ledger with a consensus protocol which gets rid of centralized management controlling
transactions thus decentralized, relying on a P2P network where anyone can participate
(permissionless). When joining is restricted by the need of registration and verification of
participants it is a permissioned blockchain. Each participant (also called node) within a
blockchain network can access a copy of all previous (valid) transactions in the blockchain in
a series of blocks. Each such block consists of firstly data dependent on that particular
blockchain system, and second a hash for representing the current block and a hash to
represent the previous block. The hashes serve as a digital fingerprint for each block and
whenever a new transaction is processed, the hash is sent to participants to verify within the
network. A consensus protocol, in simple wording, is when miners successfully solve and
create a block, with the successful completion of the block each miner receives a certain
amount of cryptocurrency tokens. Then the newly created block is sent to the rest of the
network to be approved by comparing the hash of it with the hash of the previous block and
lastly the blockchain is updated with the new block accordingly. The consensus protocol
makes blockchain networks not only secure but immutable as well, since if the data of just a
single block is altered then the hash changes and becomes invalid not only for the block
altered but for all the following blocks as well and for the change to be accepted a very time
and energy consuming process must take place called hash regeneration (Orcutt, 2018). It
should be noted that protocols may differ depending on the blockchain application. Now
that a thorough definition has been developed, a look at the main challenge of blockchain
technology would be easier to understand. The huge problem of blockchain is scalability as
huge storage and capacity infrastructure is necessary to save and validate millions of
transactions in real time (Xie et al. 2018). The first application of blockchain technology was
developed by Satoshi Nakamoto and released in early 2009, it is called Bitcoin and although
the technology was not new or revolutionary the way it was used by not allowing double-
spending was groundbreaking in allowing for the creation of digital assets (Orcutt, 2018).



Following, cryptography, the key factor of sales success in the combination of blockchain and
cryptocurrencies. A simple definition could be given as, rights for writing and reading
transaction records. As introduced by Peters and Panayi (2016), to classify the infrastructure
of cryptocurrency systems there are four dimensions which are, “public” vs “private” and
“permissioned” vs “permissionless”. In more detail, in public-permissionless systems every
network participant has the ability to read transactions and write others to the ledger. In
public-permissioned systems only authorized participants can write while in private-
permissioned systems even reading is restricted solely to the participants authorized. The
use of cryptography although has been highlighted and widely stated along with
cryptocurrencies is nothing new and has been in use by banks for fiat currency long ago,
therefore the term security should not be included in a definition of cryptocurrency.
Moreover, the strong cryptographic and anonymous approach taken by creators of crypto
tokens as well as advocates, does raise some concerns about anti-money laundering and law
enforcement (Papamanthou et al. 2018).

Finally, an overview of a few models for trust analysis for cryptocurrency. Let us begin by
clearly stating that trust as a term has never been formalized or quantified in the blockchain
technology community and although multiple trustworthy facets of cryptocurrency systems
exist the community collectively agrees that solving the inherent technical and non-technical
issues in cryptocurrency platforms has the potential to lead towards a trustworthy,
participatory, and inclusive crypto community (Rehman et al. 2019). With what said lets
slightly graze the icebreaker of trust analysis models in blockchain cryptocurrency
ecosystems. Starting off, with the model of Rehman, Salah, Damiani and Svetinovic (2019)
which includes 7 basic features that all blockchain systems must provide to ensure a
trustworthy platform. These are 1) trustless, preventing manipulation from centralized
entities, 2) decentralization, 3) distributed ledger technology, 4) tamper-proof environment
5) security and privacy, 6) consensus mechanism and 7) faster transactions (Figure 1).
Another important analysis model is that of Suhail (2022) which analyzes over 7 external
factors that influence trust which are 1) presence of other systems, 2) risks perceived, 3)
benefits perceived, 4) subject matter expertise, 5) reputation, 6) clarity, 7) support by major
players. Suhail also analyzes 11 internal factors who go as follows, 1) performance, 2)
portability, 3) usability, 4) dependability, 5) identity, 6) security, 7) privacy, 8)
decentralization, 9) reputation, 10) clarity of policy and rules, 11) support (figure 2). It is also
mentioned that technical factors have less influence on trust with decentralization being the
top systematic reason for the increase of trust because it reduces the impact of the external
factors. However, more aspects of trust were identified and considered under further
investigation. Finally, the last trust model is that of Khalifa, Madjid and Svetinovic (2019)
which tackles the problem by taxonomy of trust within the System Requirements. The
system requirement is divided into 2 categories, functional or non-functional, focusing on
the latter with it later being split into another two categories, constrains and properties
under properties another 8 categories are split including privacy, security, portability and
more (figure 3). It is also key to highlight that an application which is blockchain-based
acquires consistency by accepting or rejecting blocks when they do not comply with the
rules (Smith, 2017). With a quick look at these 3 models, it is easily understandable that



researchers share the same concerns and problems, with not only cryptocurrencies and
cryptocurrency systems but with blockchain technologies in general.

In conclusion, cryptocurrency is a volatile, unregulated space which still lacks stableness, and
the stakeholder's knowledge is limited to prosper. Although it is easy to fall victim to fake
crypto millionaire gurus that will help you become rich, research and skillful knowledge is
necessary when consolidating with money and online platforms. The takeover of
cryptocurrencies and digital assets, although visible, still lacks fundamental elements and
qualities, more importantly on getting trusted from stakeholders. After all, whatever
potential, and revolutionary features a technology provides, if a stakeholder does not have
sufficient trust in the technology there is little to no chance, they will use it even less rely on
it for basic needs.
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Figure 2:
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